DYNAMICMAIL GOOGLE WORKSPACE TERMS

Google Drive S a9

g TXdTaSl chad Google Drive &l dhaR &hxdl g1 39eT I9anT 34T Google Workspace asset family
Ft Gmail Fs-sitett erdat o a1 fopar ST 81

@hig

DynamicMail https://www.googleapis.com/auth/drive had dd HRTAT § ST& UTgeh TS I hig
31fdhd IUTNTRAT AT ULATHh TTgeh TS h qedrast workflows & felg Google Drive @l d-ae &aT gl
g U broad restricted Drive scope & St DynamicMail @t connected Google Drive account
# Juerey Gt files &l d@A 3R manage oA &t gAfd ¢ FerdT ¢, 9| user-owned files, user &
a1y shared files, folders 3fiR 39 account &t IUeey shared-drive content 1A 81

DynamicMail @l Drive scope @7 39aRT dhaa 3 disclosed, visible Drive document workflows
& forq eT g =8 UTgeh s+ g1 81 Google Sign-In identity scopes i€t openid, email, 3%
profile 39 Drive data-access consent @ 31T &1 Google ¥ sign in &=+ &1 31 Google Drive
access @R &AT 8! 8l

DynamicMail f&&7 31 a& uga 9hdr 8
S& Google Drive @+ gidT1 8, DynamicMail g 7 UTgah e workflow &t Iuasy e & forg
31gaeh Drive data d Ugd dehal §, o 1fae §:

+ file IDs, names, MIME types, checksums, size, timestamps, descriptions, labels, folder

references, parent folders 3fiR 317 file metadata;

e tenant documents @ieH & folT saaeh folder metadata, shared-drive metadata 3fi?
search/listing results;

« file content, previews, thumbnails, exports, downloads, uploads 3fiR generated ar
edited file payloads;

« visible Drive file operation f&&m™ a1 g1 &= & forg 3ma=aes sharing 3 permission
metadata;

 connected account 3R connection status & gf¥ &= & forg smasae account-level Drive
summary information;

e DynamicMail & imported Drive files @&t stored copies aT cached extracts;
e Drive files & 41 derived data, S OCR text, parsed document fields, classification

labels, extraction results, summaries, audit events 3T document records|

DynamicMail @&t 8¥ Drive data @ -1, browse, copy, download, modify, delete a1 1=
processing 78! &=l 91T S visible Drive document workflow & d€fad =gl g1



DynamicMail Google Drive 32 &l 39T &1 &dl 8

DynamicMail UTge T71&+ gRT I+ ¢ Drive document workflows 3udsyl @<= & folg Google
Drive data ol IUgNT &dT g1 SAfad I£T &:

o 31fd%a users @l Drive @ document source 3T destination & ¥4 # connect & &T;

e product flow & HATEgH ¥ g 7Y UTgeh 1S4 o business documents &t find, list, import,
download, export, upload a1 update &<,

e Drive documents @&l DynamicMail workflows & extract, classify 3fiR route &=r;
o 37fdpd UTge WIS users @t connection, file-operation, sync 3R processing status f&@rr;

* audit records 3l operational logs @1 St Ig HIfdd & fh &9 41 Drive operation 3iqRifad
3R g1 fomat T,

o o policies 3% UTgeh A& & agreement gRT 39Ad troubleshooting, security, abuse
prevention, dispute handling 3R legal-compliance activities &=ATI

DynamicMail @&F Google Drive data 9T, 38 advertising T retargeting @& forg IaT &1, 37
data brokers @t transfer @1, surveillance & forg IgahT &1, a1 creditworthiness at lending
eligibility iR & & forg IuahT e 741 81

Broad scope 3R narrowest-scope note

https://www.googleapis.com/auth/drive scope broad g &iifeh a8 connected account @l Iuersy
g+ Drive files d& access &I AT & FerdT 81 DynamicMail 38 scope &I Uit implemented
Data Rooms workflow & foQ &=dT §, T8l authorized tenant users selected existing Google
Drive folders 3fi files sync @<d &, Drive content import a1 download &a &, room files @t
amd Drive # upload a1 update @<d g, 3fiX existing Drive files u¥ user-requested sharing a1
permission changes @1 &#<d &l

Current workflow @& i@ more limited Drive scopes insufficient 8: drive. file shae
DynamicMail gRT created a1 opened files @t cover &AM 3R selected existing folders Tt all-
files import @ cover &l ®AM; drive. readonly upload, update, sharing a1 permission
changes @& cover T8l &4M; metadata-only scopes Si¥ drive.metadata. readonly, appdata T
appfolder tenant document content @t download a1 process gl & Tehd 3R selected
existing files @l manage 7@l &R a&d | A product & Google Picker 3fiR dhast app-created ar
app-opened files & MU redesign fhaT SIAT €, @ DynamicMail &t 39 redesigned
workflow &l release ¥ uget scope downscope AT ATeTI

s

DynamicMail Drive ¥ &~ data ad visible Drive workflow, ITgeh & &t document
retention settings, audit records, security, dispute handling a1 legal compliance & forg
3Tageh Ay deh I@dT 81 OAuth tokens 3fiR Drive operation metadata &aet connected Drive
integration @ I AT required audit records preserve &=+ & folg 3Tasges afy dah @ ST &1




Drive file content, cached files, metadata, OCR text, extracted fields 33 derived
document data @t 9 delete a1 anonymize &= f&aT si=T 918T 519 @ disclosed purpose & forg
31q 3TaAH A 8f, ST dh foh A3 legal, security, audit a1 customer-retention obligation
continuing retention @ Hi T 7 &1

f&ehie=

UTgeh T T <hts 31fdshd user a1 administrator Google-derived cached data, imported Drive
files, extracted text 3k derived document records @t delete & &I ATRY FHX TohdT g
DynamicMail & ITger T &l retention settings 3R applicable law gRT srgafd fie™ o
requested data delete a1 anonymize &1 91fgY|

DynamicMail & imported records delete &= & Google Drive # original file snasas &9 &
delete 78 gidTI DynamicMail @t original Drive files @t modify, move, trash a1 delete &hael
J9 AT A18Y 516 s authorized user visible product workflow & #ATeg® § WE €9 ¥ g8 Drive
action JTY 2 31X 98 action TTgeh TS <l policy 3R applicable law gRT allowed &l

Ratehe= ok fegaqae

g s DynamicMail & Google Drive @ disconnect @ @ahdT g1 disconnect ar local
consent revocation & d1g, DynamicMail @ Google Drive & foq stored OAuth tokens @
IUghT &g AT g 3R connected account & additional Drive files @ read, write, download,
upload, modify a1 delete &=AT s§ig AT gHTI

Google account owner Google account settings & app authorization *ft revoke &= TerdT g1
7f¢ Google authorization revoke gt SITaT 8, at token refresh a1 API calls fawe g4 o
DynamicMail @I Drive API access T g1, 3R connection @t disconnected at
reconnection &l 3MaThdT alet =0 A f@rar s I1fgul

Local revocation ugat @ imported DynamicMail documents @t 319+ 31T 78! g<1aTl 39 records
&l FuR & 718 deletion 3R retention rules & IR YT ST ¢

Al, OCR 3R extraction &1 IUghT

DynamicMail Drive file content 3k metadata 9k OCR, parsing, classification,
summarization 3fiR 3170 Al-assisted processing @1 IUTNT thad UTgeh TS & visible Drive
document workflow &l IucTey & AT GURA & foIg & FehaT &1 Drive data 3R derived data &7
IUGHT UTgdh W69 gRT requested feature & T8 &is general-purpose machine-learning at Al
model 91, train @A T improve &=A & forg g1 fohaT ST Ffgul

Al-assisted results Ted gf @ehd &1 DynamicMail &t extracted data @t workflow output & &9
# present &A1 91f8Y S authorized users product flow & AR review, correct, approve,
reject a1 delete &R Tl



Support 3R human access

DynamicMail personnel, contractors aT subprocessors @l specific Drive files, extracted
text, file metadata a1 derived Drive data 7&f Ug-T 918y, STd deh 378 ¥ ahfs condition @17 7 &l

user 3 WE Y ¥ THT support 7 § 59 foT specific data access 3masa §;
security investigation, abuse prevention T incident response & foT access 31TaTH §;

law, legal process a1 UTga T & binding instruction &I Ut & & fol¥ access Taas
&

data internal operations & flT aggregated a1 anonymized g 3 fpelt specific user &t
Drive content readable =&l g1

Support access least-privilege 3mutRa, S8t practical g @gi time-limited, 3% auditability &
fow logged g @TiUl

HIA gterm feafa
i dgef

DynamicMail restricted-scope contract:
Documentation/DynamicMail/LocalizedIntegrations/google-restricted-scope-compliance-
contract-2026-06-02.md

Google API Services User Data Policy: https://developers.google.com/terms/api-
services-user-data-policy

Google Workspace APl user data and developer policy:

https://developers.google.com/workspace/workspace-api-user-data-developer-policy.

Google Drive API scopes:
https://developers.google.com/workspace/drive/api/guides/api-specific-auth

Google restricted-scope verification guidance:
https://developers.google.com/identity/protocols/oauth2/production-
readiness/restricted-scope-verification
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