DYNAMICMAIL GOOGLE WORKSPACE TERMS

Google Workspace Data Access Terms -
Gmail Inbound And Google Drive

Melawana ya Gmail readonly ya phihlelelo ya datha ya
restricted-scope

Melawana ye e hlalosa phihlelelo ya Gmail inbound yeo DynamicMail e e kgopelago ge
modiriSi wa tenant yo a dumeletSswego goba molaodi a kgokaganya go amogela
ditokomane ka Gmail inbound.

Scopes tSa boitsebiSo tSa Google Sign-In bjalo ka openid, email le profile di aroga go
tumelelo ye ya phihlelelo ya datha ya Gmail. Go tsena ka Google ga go bolele gore
phihlelelo ya Gmail inbound e amogetswe.

Scope

DynamicMail e kgopela https://www.googleapis.com/auth/gmail. readonly fela ge modirisi
wa tenant yo a dumeletSwego goba molaodi a kgokaganya go amogela ditokomane ka
Gmail inbound. Scope ye e dumelela DynamicMail go lebelela melaetSa ya Gmail le
dipeakanyo tSa akhaonto ya Google ye e kgokagantSwego. DynamicMail e diriSa scope
ye bakeng sa tshepediSo ya inbound ya go bala fela, gomme ga e e diriSe go romela, go
fetosa, go phumola, go boloka archive, go labela goba go SuthiSa melaetSa ya Gmail.

DynamicMail ga se ya swanela go kgopela goba go Soma ka datha ya Gmail yeo e sa
amanego le karolo ye e bonagalago ya go amogela ditokomane ka inbound.

Datha yeo DynamicMail e ka e fihlelelago

Ge Gmail inbound e kgokagantSwe, DynamicMail e ka fihlelela datha ya Gmail ye e
nyakegago go hwetsa le go Soma ka ditokomane tSa kgwebo tse di tsenago, go
akaretswa:

o di-ID tSa melaetsSa, di-ID tSa dithread, di-ID tSa histori, ditShupetSo tSa dilabel le sync
cursors;

e moromedi, moamogedi, sehlogo, letSatSikgwedi, dihlogo le metadata ye nngwe ya
molaetsa;

e mebele ya melaetsa le di-snippet tSe di nyakegago go lemoga kamano ya tokomane;

e di-attachment le difaele tSa ka gare ga molaetsa tSeo di ka bago le diinvoese,
ditsebiso, ditumellano, dirasiti goba ditokomane tSe dingwe tsa tenant;

o dipeakanyo tSa Gmail fela moo Gmail APl e di nyakago bakeng sa readonly scope
goba maitshwaro a sync ya akhaonto;

e datha ye e tSweleditSwego go tSwa dikagare tSa Gmail, bjalo ka sengwalwa sa OCR,
mafelo a tokomane ao a parse-ilwego, dilabel tSa go hlopha, dipoelo tSa go ntsha



datha, dikakaretSo, ditiragalo tSa audit le direkhoto tSa ditokomane.

Lebaka leo DynamicMail e diriSago datha ya Gmail

DynamicMail e diriSa datha ya Gmail readonly go fana ka mothopo wa Gmail inbound wo
tenant e o kgethilego. MaikemiSetSo ao a letetSwego ke:

¢ go lemoga melaetSa ye e tsenago yeo e ka bago le ditokomane tSa kgwebo tsa
tenant;

e go import-a di-attachment goba dikagare tSa molaetSa tSeo tenant e kgethago go di
soma;

e go ntSha datha, go hlopha le go romela ditokomane go ditshepediSo tSa moSomo tSa
DynamicMail;

¢ go nyalanya maemo a sync gore molaetsa o tee o se ke wa import-wa gantsi;

¢ go bontsha maemo a kgokagano, sync le tshepediSo go badiriSi ba tenant bao ba
dumeletSwego;

¢ go dira troubleshooting, tShireletso, audit le mediro ya kobamelo ya molao ye e
dumeletSwego ke dipholisi tSe di Somago le tumelelano ya tenant.

DynamicMail ga se ya swanela go rekiSa datha ya Gmail, go e diriSa bakeng sa dipapatsSo
goba retargeting, go e fetiSetSa go barekisi ba datha, go e diriSa bakeng sa go hlokomela
batho, goba go e dirisa go lekola bokgoni bja mokitlane goba go swanelega ga kadimo.

Poloko

DynamicMail e boloka datha ye e tSwago go Gmail fela ge e sa nyakega bakeng sa karolo
ye e bonagalago ya ditokomane tSa inbound, dipeakanyo tSa tenant tSa poloko ya
ditokomane, direkhoto tSa audit, tShireletSo, go rarolla dingangiSano goba kobamelo ya
molao. OAuth tokens le sync metadata di bolokwa fela ge di sa nyakega go dira gore
mothopo wa Gmail inbound wo o kgokagantSwego o Some goba go boloka direkhoto tsa
audit tSe di nyakegago.

Dikagare tSe tala tSa melaetSa ya Gmail, di-attachment le datha ya ditokomane ye e
tSweleditSwego di swanetSe go phumolwa goba go dirwa gore di se sa tsebja ge di se sa
nyakega bakeng sa morero wo o tsebagaditSwego, ntle le ge boitlamo bja molao,
tShireletSo, audit goba poloko ya tenant bo nyaka gore di tSwele pele go bolokwa.

Go phumola

ModiriSi wa tenant yo a dumeletSwego goba molaodi a ka kgopela go phumolwa ga
datha ya cache ye e tSwago go Google, di-attachment tSe di import-ilwego, sengwalwa
seo se ntShitSwego le direkhoto tSa ditokomane tse di tSweleditSwego. DynamicMail e
swanetSe go phumola goba go dira gore datha ye e kgopetSwego e se sa tsebja ge
dipeakanyo tsa poloko tSa tenant le molao wo o Somago di dumelela seo.

Go phumola direkhoto tse di import-ilwego tSa DynamicMail ga go phumole ka
kgapeletSo imeile ya mathomo goba attachment go tSwa Gmail, ka gobane Gmail



readonly scope ga e nee DynamicMail tumelelo ya go fetoSa goba go phumola melaetsa
ya Gmail.

Go gomisa tumelelo le go kgaoganya

Tenant e ka kgaoganya Gmail inbound ka gare ga DynamicMail. Ka morago ga go
kgaoganya goba go gomisa tumelelo ya selegae, DynamicMail e swanetSe go emisa go
diriSa OAuth tokens tSe di bolokilwego bakeng sa Gmail inbound gomme e swanetSe go
emisa go bala melaetSa ye mengwe ya Gmail go tSwa akhaontong ye e
kgokagantSwego.

Mong wa akhaonto ya Google le yena a ka gomisa tumelelo ya app ka gare ga
dipeakanyo tsa akhaonto ya Google. Ge tumelelo ya Google e gomiSitSwe, DynamicMail
e swanetSe go emisSa phihlelelo ya Gmail API ge go tsoSoloSa token goba dipitSo tSa API
go palelwa, gomme kgokagano e swanetse go bontShwa bjalo ka ye e kgaogantSwego
goba ye e nyakago go kgokaganywa gape.

Go gomisa tumelelo ya selegae ga go tlose ka boitiriSo ditokomane tSa DynamicMail tse
di SetSego di import-ilwe. Direkhoto tSeo di laolwa ka melawana ya go phumola le ya
poloko ye e lego ka godimo.

TShomiso ya Al, OCR le go ntsha datha

DynamicMail e ka diriSa OCR, parsing, go hlopha, go akaretsSa le tshepediSo ye nngwe ye
e thuswago ke Al go dikagare tSa melaetSa le di-attachment tSe di tSwago go Gmail, fela
go fana ka goba go kaonafatSa tshepediso ye e bonagalago ya ditokomane tSa inbound
bakeng sa tenant. Datha ya Gmail le datha ye e tSweleditSwego ga se tSa swanela go
diriSwa go hlama, go tlwaetSa goba go kaonafatSa mohlala wa kakaretSo wa machine-
learning goba Al ka ntle ga karolo yeo tenant e e kgopetsego.

Dipoelo tSe di thuswago ke Al di ka foSagala. DynamicMail e swanetsSe go bontsSha datha
ye e ntshitSwego bjalo ka sephetho sa tshepediSo ya mosomo seo badirisi bao ba
dumeletSwego ba ka se hlahlobago, go se lokisa, go se amogela, go se gana goba go se
phumola go ya ka phallo ya setSweletSwa.

Thekgo le phihlelelo ya batho

Basomi ba DynamicMail, bakonteraka goba subprocessors ga se ba swanela go bala
melaetsa ye itSego ya Gmail, di-attachment, sengwalwa seo se ntshitSwego goba datha
ye e tSweleditSwego go tSwa Gmail ntle le ge e nngwe ya maemo a e Soma:

e modiriSi o kgopetSe thekgo ka go hlaka ye e nyakago phihlelelo go datha ye itSego;
e phihlelelo e nyakega bakeng sa nyakiSiSo ya tShireletSo, thibelo ya tShomiso gampe
goba karabelo go tiragalo;

¢ phihlelelo e nyakega go obamela molao, tshepediso ya molao goba taelo ye e
tlemago ya tenant;



e datha e kopantswe goba e dirilwe gore e se sa tsebja bakeng sa mediro ya ka gare
gomme dikagare tSa Gmail tSa modiriSi yo itSego ga di balege.

Phihlelelo ya thekgo e swanetSe go ba ya least-privilege, e be le moedi wa nako moo go
kgonegago, gomme e log-we bakeng sa auditability.

Boemo bja tlhahlobo

Ke sediriSwa sa phethagatso le sa tlhahlobo seo se fetoleletSwego, e sego keletso ya
molao ya mafelelo. Ga se ya swanela go hlahiswa bjalo ka bohlatse bja tumelelo ya
Google, sign-off ya boeletSi bja molao bja ka ntle, goba clearance ya tSweletSo bakeng sa
restricted scopes ntle le bohlatse bjo bo aroganego bja tlhahlobo.

Ditshupetso

e DynamicMail restricted-scope contract:
Documentation/DynamicMail/LocalizedIntegrations/google-restricted-scope-compliance-
contract-2026-06-02.md

» Google API Services User Data Policy: https://developers.google.com/terms/api-
services-user-data-policy

¢ Google Workspace API user data and developer policy:
https://developers.google.com/workspace/workspace-api-user-data-developer-policy

e Gmail API scopes: https://developers.google.com/workspace/gmail/api/auth/scopes

¢ Google restricted-scope verification guidance:
https://developers.google.com/identity/protocols/oauth2/production-
readiness/restricted-scope-verification

Melawana ya Google Drive ya phihlelelo ya datha ya restricted-
scope

Melawana ye e hlalosa phihlelelo ya Google Drive yeo DynamicMail e e kgopelago ge
modiriSi wa tenant yo a dumeletSwego goba molaodi a kgokaganya Google Drive bakeng
sa ditshepediSo tSa mosomo tsa ditokomane tsa tenant.

Scopes tSa boitsebiSo tSa Google Sign-In bjalo ka openid, email le profile di aroga go
tumelelo ye ya phihlelelo ya datha ya Google Drive. Go tsena ka Google ga go bolele
gore phihlelelo ya Google Drive e amogetswe.

Scope

DynamicMail e kgopela https://www.googleapis.com/auth/drive fela ge modirisi wa tenant
yo a dumeletSwego goba molaodi a kgokaganya Google Drive bakeng sa ditshepediso
tSa moSomo tSa ditokomane tSa tenant. Ye ke restricted Drive scope ye e phatlaletSego
yeo e ka dumelelago DynamicMail go lebelela le go laola difaele ka moka ka gare ga
akhaonto ya Google Drive ye e kgokagantSwego, go akaretSwa difaele tSeo modirisi a
nago le tSona, difaele tSeo di abelanwego le modirisi, difoldara le dikagare tsa shared-
drive tSe di hwetSagalago go akhaonto yeo.
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DynamicMail e swanetSe go diriSa Drive scope fela bakeng sa ditshepediSo tSa moSomo
tSa ditokomane tSa Drive tSe di tsebagaditSwego le tSe di bonagalago tSeo tenant e di
kgethilego.

Datha yeo DynamicMail e ka e fihlelelago

Ge Google Drive e kgokagantSwe, DynamicMail e ka fihlelela datha ya Drive ye e
nyakegago go fana ka tshepediSo ya mosomo ye e kgethilwego ke tenant, go akaretSwa:

¢ di-ID tsa faele, maina, mehuta ya MIME, checksums, bogolo, timestamps, ditlhaloSo,
dilabel, ditShupetSo tSa difoldara, difoldara tSa batswadi le metadata ye nngwe ya
faele;

e metadata ya difoldara, shared-drive metadata le dipoelo tSa go nyaka goba go dira
lenaneo tSe di nyakegago go hwetsa ditokomane tSa tenant;

o dikagare tSa faele, dipreview, dithumbnail, exports, downloads, uploads le payloads
tSa faele tSe di tSweleditSwego goba tsSe di edited-itSwego;

¢ metadata ya go abelana le ditumelelo ge e nyakega go bontSha goba go phetha tiro
ye e bonagalago ya faele ya Drive;

¢ tshedimoSo ya kakaretSo ya Drive boemong bja akhaonto ye e nyakegago go
netefatSa akhaonto ye e kgokagantSwego le maemo a kgokagano;

o dikhopi tSe di bolokilwego goba dikarolo tSa cache tsa difaele tSa Drive tSe di import-
ilwego go DynamicMail;

e datha ye e tSweleditSwego go tSwa difaeleng tSa Drive, bjalo ka sengwalwa sa OCR,
mafelo a tokomane ao a parse-ilwego, dilabel tsa go hlopha, dipoelo tSa go ntsSha
datha, dikakaretSo, ditiragalo tSa audit le direkhoto tSa ditokomane.

DynamicMail ga se ya swanela go kgopela, go nyaka, go kopolla, go download-a, go
fetosa, go phumola goba go Soma ka tsela ye nngwe ka datha ya Drive yeo e sa
amanego le tshepediSo ye e bonagalago ya mosomo wa ditokomane tsa Drive.

Lebaka leo DynamicMail e diriSago datha ya Google Drive

DynamicMail e diriSa datha ya Google Drive go fana ka ditshepediSo tSa moSomo tSa
ditokomane tSa Drive tSeo tenant e di kgethilego. MaikemisetSo ao a letetSwego ke:

¢ go dumelela badiriSi bao ba dumeletswego go kgokaganya Drive bjalo ka mothopo
wa ditokomane goba lefelo leo ditokomane di yago go lona;

e go hwetsa, go dira lenaneo, go import-a, go download-a, go export-a, go upload-a
goba go mpshafatsa ditokomane tsa kgwebo tSa tenant tSe di kgethilwego ka phallo
ya setSweletSwa;

e go ntSha datha, go hlopha le go romela ditokomane tSa Drive go ditshepediSo tsa
mosSomo tSa DynamicMail;

e go bontsha maemo a kgokagano, tiro ya faele, sync le tshepediSo go badirisi ba
tenant bao ba dumeletSwego;



¢ go boloka direkhoto tSa audit le dilog tSa tshepediSo tSeo di bontshago gore ke tiro
efe ya Drive ye e kgopetSwego le go phethwa;

e go dira troubleshooting, tShireletso, thibelo ya tShomiSo gampe, go rarolla
dingangisano le mediro ya kobamelo ya molao ye e dumeletSwego ke dipholisi tse di
Somago le tumelelano ya tenant.

DynamicMail ga se ya swanela go rekisa datha ya Google Drive, go e diriSa bakeng sa
dipapatso goba retargeting, go e fetiSetSa go barekisi ba datha, go e diriSa bakeng sa go
hlokomela batho, goba go e diriSa go lekola bokgoni bja mokitlane goba go swanelega
ga kadimo.

Drive scope ye e phatlaletSego le tthokomelo ya narrowest-scope

Scope ya https://www.googleapis.com/auth/drive € phatlaletSe ka gobane e ka dumelela
phihlelelo go difaele ka moka tSa Drive tSe di hwetSagalago go akhaonto ye e
kgokagantSwego. DynamicMail e swanetSe go tSea scope ye bjalo ka ya nakwana go
fihlela tihahlobo ya setSweletSwa le kobamelo e ngwala gore ke ka lebaka lefe scopes tsa
Drive tSe tshesane kudu di sa lekana bakeng sa tshepediSo ya moSomo ye e
phethagaditSwego.

Pele ga tShomiSo ya tSweletso, DynamicMail e swanetSe go lekola scopes tSa Drive tSe
tshesane kudu bjalo ka drive.file, drive.readonly, drive.metadata.readonly, drive.appdata
goba drive.appfolder. Ge scope ye tshesane kudu e ka thekga karolo ye e bonagalago,
scope ye e kgopetswego, direkhoto tSa tumelelo, peakanyo ya OAuth, source asset,
rendered asset le diteko di swanetSe go mpshafatSwa pele ga go lokollwa.

Poloko

DynamicMail e boloka datha ye e tSwago go Drive fela ge e sa nyakega bakeng sa
tshepediSo ye e bonagalago ya moSomo wa Drive, dipeakanyo tSa tenant tSa poloko ya
ditokomane, direkhoto tSa audit, tShireletSo, go rarolla dingangiSano goba kobamelo ya
molao. OAuth tokens le metadata ya tiro ya Drive di bolokwa fela ge di sa nyakega go
dira gore kopanyo ya Drive ye e kgokagantSwego e Some goba go boloka direkhoto tSa
audit tSe di nyakegago.

Dikagare tSa faele ya Drive, difaele tSa cache, metadata, sengwalwa sa OCR, mafelo ao
a ntshitSwego le datha ya ditokomane ye e tSweleditSwego di swanetSe go phumolwa
goba go dirwa gore di se sa tsebja ge di se sa nyakega bakeng sa morero wo o
tsebagaditSwego, ntle le ge boitlamo bja molao, tShireletSo, audit goba poloko ya tenant
bo nyaka gore di tSwele pele go bolokwa.

Go phumola

Modirisi wa tenant yo a dumeletswego goba molaodi a ka kgopela go phumolwa ga
datha ya cache ye e tSwago go Google, difaele tsa Drive tSe di import-ilwego, sengwalwa
seo se ntshitSwego le direkhoto tSa ditokomane tSe di tSweleditSwego. DynamicMail e



swanetSe go phumola goba go dira gore datha ye e kgopetSwego e se sa tsebja ge
dipeakanyo tsa poloko tSa tenant le molao wo o Somago di dumelela seo.

Go phumola direkhoto tse di import-ilwego tSa DynamicMail ga go phumole ka
kgapeletSo faele ya mathomo go tSwa Google Drive. DynamicMail e swanetSe go fetosSa,
go suthisa, go romela go trash goba go phumola difaele tSa mathomo tsa Drive fela ge
modiriSi yo a dumeletSwego a kgopela tiro yeo ya Drive ka go hlaka ka tshepedisSo ye e
bonagalago ya moSomo wa setSweletSwa gomme tiro yeo e dumeletswe ke pholisi ya
tenant le molao wo o Somago.

Go gomisa tumelelo le go kgaoganya

Tenant e ka kgaoganya Google Drive ka gare ga DynamicMail. Ka morago ga go
kgaoganya goba go gomiSa tumelelo ya selegae, DynamicMail e swanetSe go emisa go
diriSa OAuth tokens tSe di bolokilwego bakeng sa Google Drive gomme e swanetSe go
emisa go bala, go ngwala, go download-a, go upload-a, go fetoSa goba go phumola
difaele tSe dingwe tSa Drive go tSwa akhaontong ye e kgokagantSwego.

Mong wa akhaonto ya Google le yena a ka gomisa tumelelo ya app ka gare ga
dipeakanyo tSa akhaonto ya Google. Ge tumelelo ya Google e gomisitSwe, DynamicMail
e swanetSe go emisa phihlelelo ya Drive APl ge go tsosoloSa token goba dipitSo tsa API
go palelwa, gomme kgokagano e swanetse go bontsShwa bjalo ka ye e kgaogantSwego
goba ye e nyakago go kgokaganywa gape.

Go gomisa tumelelo ya selegae ga go tlose ka boitiriSo ditokomane tSa DynamicMail tse
di SetSego di import-ilwe. Direkhoto tSeo di laolwa ka melawana ya go phumola le ya
poloko ye e lego ka godimo.

TShomiso ya Al, OCR le go ntsSha datha

DynamicMail e ka diriSa OCR, parsing, go hlopha, go akaretSa le tshepediSo ye nngwe ye
e thuSwago ke Al go dikagare tSa faele ya Drive le metadata, fela go fana ka goba go
kaonafatSa tshepediSo ye e bonagalago ya moSomo wa ditokomane tSa Drive bakeng sa
tenant. Datha ya Drive le datha ye e tSweleditSwego ga se tSa swanela go diriSwa go
hlama, go tlwaetSa goba go kaonafatSa mohlala wa kakaretSo wa machine-learning goba
Al ka ntle ga karolo yeo tenant e e kgopetSego.

Dipoelo tSe di thuswago ke Al di ka foSagala. DynamicMail e swanetSe go bontSha datha
ye e ntshitSwego bjalo ka sephetho sa tshepediSo ya mosomo seo badirisi bao ba
dumeletSwego ba ka se hlahlobago, go se lokiSa, go se amogela, go se gana goba go se
phumola go ya ka phallo ya setSweletSwa.

Thekgo le phihlelelo ya batho

Basomi ba DynamicMail, bakonteraka goba subprocessors ga se ba swanela go bala
difaele tSe itSego tSa Drive, sengwalwa seo se ntShitSwego, metadata ya faele goba
datha ye e tSweleditSwego go tSwa Drive ntle le ge e nngwe ya maemo a e Soma:

e modiriSi o kgopetSe thekgo ka go hlaka ye e nyakago phihlelelo go datha ye itSego;



e phihlelelo e nyakega bakeng sa nyakiSiSo ya tShireletSo, thibelo ya tShomiso gampe
goba karabelo go tiragalo;

e phihlelelo e nyakega go obamela molao, tshepediso ya molao goba taelo ye e
tlemago ya tenant;

¢ datha e kopantswe goba e dirilwe gore e se sa tsebja bakeng sa mediro ya ka gare
gomme dikagare tSa Drive tSa modirisi yo itSego ga di balege.

Phihlelelo ya thekgo e swanetSe go ba ya least-privilege, e be le moedi wa nako moo go
kgonegago, gomme e log-we bakeng sa auditability.

Boemo bja tlhahlobo

Ke sediriSwa sa phethagatsSo le sa tlhahlobo seo se fetoleletSwego, e sego keletSo ya
molao ya mafelelo. Ga se ya swanela go hlahiswa bjalo ka bohlatse bja tumelelo ya
Google, sign-off ya boeletSi bja molao bja ka ntle, goba clearance ya tSweletSo bakeng sa
restricted scopes ntle le bohlatse bjo bo aroganego bja tlhahlobo.

Ditshupetso

e DynamicMail restricted-scope contract:
Documentation/DynamicMail/LocalizedIntegrations/google-restricted-scope-compliance-
contract-2026-06-02.md

e Google API Services User Data Policy: https://developers.google.com/terms/api-
services-user-data-policy

e Google Workspace API user data and developer policy:
https://developers.google.com/workspace/workspace-api-user-data-developer-policy

e Google Drive API scopes:
https://developers.google.com/workspace/drive/api/guides/api-specific-auth

¢ Google restricted-scope verification guidance:
https://developers.google.com/identity/protocols/oauth2/production-
readiness/restricted-scope-verification
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