DYNAMICMAIL GOOGLE WORKSPACE TERMS

Google Workspace Data Access Terms -
Gmail Inbound And Google Drive

Gmail ds-37Hel ST a8y ud

g TEITaST chael Gmail inbound @t waR &=dT 81 38 Google Drive & fog guf Google Workspace
ST-URY 1At & U § IughT g1 fehar ST =gyl

g

DynamicMail https://www.googleapis.com/auth/gmail. readonly shaedt d& HNTAT § 54 UTgeh TS
I ohls AfAhd IUTNTeRd! TT UATHR GXATAS 3-¢h o felg Gmail inbound et shde =dT 81 Tg Thid
DynamicMail @l @de fhg T Google |1d & Gmail Ter 3z aféT &= &ar 81 DynamicMail 39
THIY T ITTNT Fs-31t=Telt inbound THRATRRT & fow &hedT & 8tk Gmail e |, dgd-, g™, 3higa
T, AT B TT WHART B & oY 39wt IuTT 81 harl

Google Sign-In Uga™ WhIT S openid, email, 3R profile 39 Gmail ST-TaT gdafd I 37T gl
Google ¥ T3 39 oA &1 31 Gmail inbound TaY WIehR AT -Tal gl

DynamicMail {7 31 a% uga 9har &
ST Gmail inbound @+ae gta1 8, DynamicMail inbound &meies gxrast @ie 3R Ia1fdd &
& forg smageh Gmail 1 I Ugd FahdT 8, fod aifaa €:

o T2 ID, ¥ ID, 3fag/ ID, dad deH 3R ek &elk;

o ¥, UTtddhdl, fawg, ariE, gex 3R 37=7 Hasr AerecT;

o TS Geof UgaH & foU snage g aret ofik f&de;

o 37ETHT 3R inline WIEa fOFH 3matsq, Aifew, gwsia, e a1 Ugeh 169 & 1T ST gt Thd §;

e Gmail 8T shaa agi Sigt Gmail APl 3% readonly Thig a1 @Td & e FagR & folg smasas
AT §;

o Gmail arfift & g1 = a1, S OCR a, U fohy 7T q&draet thies, aiffareor derd,
extraction gfRurd, 9Rier, audit events 3R TS Repis|

DynamicMail & 3& Gmail ST & Y T UIE g1 AT 116y St g7 inbound &ITaST 37¢ah
gfawr @ &fda gl g
DynamicMail Gmail ST &7 IUIhT i &1 &
DynamicMail UTga &+ gRT I+ ¢ Gmail inbound |1d &l IueTey & & folg Gmail readonly
ST T IUTNT haT g1 rafad 32T &:

e TF inbound Tt T g1 AT fO9H UTgeh G716 & ATaTTAh STITaST 8 Tohd g,

o d HITHT AT A A STATA AT S8 UTgeh WIS U AT AT &;

e TTaSl @t DynamicMail workflows ® extract, classify 3fiR route &;



o o FAfA @1 e s arfer agt @31 IR-gR S1aTd 7 &1;
o Ifdpd UTgH TS IUTNTRATST I connection, sync 3R processing f&fa fearr;

o AR Hifaat 3R UTge WA & agreement gRT AFA troubleshooting, security, audit 33
legal-compliance nfafafat sw=Ami

DynamicMail @ Gmail $e1 &9, I advertising a7 retargeting & forlg Iuah T, 39 data
brokers @ transfer &A1, surveillance & forg IuT T &1, a1 creditworthiness It lending
eligibility Fufika = & forw IughT eheam 741 81

R

DynamicMail Gmail ¥ &= 821 shad g4 inbound E&ITaS JfauT, Ugeh TS hl g&drast R
gfém, audit records, security, dispute handling at legal compliance & foig smasgs rafdy de
gdT g1 OAuth tokens 3fi sync metadata &aet connected Gmail inbound source @&t I« AT
3mages audit records AT T@A & forg smasyes rafd deh W@ 1 €1

et Gmail a1 9T, 3rdade SR U~ S&ITaSl 8T sl dd geT IT anonymize &R f&am ST 91y
ST9 d 9ifvd 38T o oIy 319 3Ry 7 g, ST dah foh i3 legal, security, audit a1 customer-
retention obligation fRaz Réra & gim 9 &R

f&efis=

UTgeh TS ol s Sfdhd IJuTNTeRdT a1 ULk Google & &g~ cached data, smarfdd sr¢aHe,
extracted text 3R G~ TS records @l g &1 FPRIY R FehdT &1 DynamicMail st argeh
e 1 RET T iR AR S g1 Srgafa e ur SIgRifd 21 g™ a1 anonymize AT 9184

DynamicMail # 3marfdd records g & Gmail # T $AA IT 3¢THC 3TaTeh €U 9 F@l gedl, Hiifh
Gmail readonly g DynamicMail &l Gmail Her gae a1 g2 &t rqafa =&l drl

Ralhe= ok fegeae

geh e DynamicMail # Gmail inbound @t disconnect @ ¥adT 81 disconnect T local
consent revocation & d1¢, DynamicMail & Gmail inbound & forg dugla OAuth tokens @t
SUTRT & AT g 3R connected account ¥ ifafke Gmail TET U1 §g ST SR

Google account owner Google account settings & app authorization ff revoke @R TerdT 81
af¢ Google authorization revoke g SITaT 8, at token refresh a1 API calls fawe g4 o
DynamicMail @ Gmail APl access T 8T, 3R connection @l disconnected ar
reconnection & 3MagehdT aret &4 & fE@rar ST =gyl

Local revocation gget & 3marfad DynamicMail documents @t 319+ 31T Tg1 gerdTl 37 records
& HUR & 78 deletion 3R retention rules & FTAR FAHTAT ST 81

Al, OCR 3R extraction &7 IUglT

DynamicMail Gmail & &g~ message content 3 attachments g OCR, parsing,
classification, summarization 3fiR 3= Al-assisted processing &1 IUTNT thael UTgeh TS oh felg
gg inbound &&TEST workflow IUced &R AT YURA o folg & Fewal 81 Gmail data 3R derived




data @I YT ATk TS GRT ARITAT feature & I8 @l general-purpose machine-learning
g1 Al model §9M, train &= a1 GYRA & forg &l foar st =nfgal

Al-assisted results Ted g @ahd &1 DynamicMail &t extracted data @ workflow output & &9
# U¥qd T A1fey O S1fdgd IuaiTeRdf product flow & AR review, correct, approve, reject
IT delete &R TH|

Support 3R human access

DynamicMail personnel, contractors a1 subprocessors @ fafre Gmail messages,
attachments, extracted text a1 derived Gmail data =gl UgAT ATRY, 5 dh 399 & ahls AT ]
T8

SR & TWE ¥ ¥ AT support 7RT ¢ fSiae oy fafe data do uga smasas g;

security investigation, abuse prevention T incident response & foT access 3TaTH §;

law, legal process a1 Urga TS & binding instruction & U= & & fol¥ access 3Taas
&

data internal operations & folq aggregated ar anonymized g 3fiz ferelt fafre Iuatrenaf &t
Gmail content U g gl 8|

Support access least-privilege 3muTRa, gl @AT@gRe g a8t time-limited, 3% auditability &
fow logged g @TiRUl

AT gefen RAfa
i daef

e DynamicMail restricted-scope contract:

Documentation/DynamicMail/LocalizedIntegrations/google-restricted-scope-compliance-
contract-2026-06-02.md

e Google API Services User Data Policy: https://developers.google.com/terms/api-
services-user-data-policy

e Google Workspace API user data and developer policy:
https://developers.google.com/workspace/workspace-api-user-data-developer-policy

e Gmail API scopes: https://developers.google.com/workspace/gmail/api/auth/scopes

e Google restricted-scope verification guidance:
https://developers.google.com/identity/protocols/oauth2/production-
readiness/restricted-scope-verification

Google Drive g 89 d

g AT dhad Google Drive @t &heR &hdT g1 39T 39T 39 Google Workspace asset family
& Gmail -3t 1at & Uy fohar ST 8|


https://developers.google.com/terms/api-services-user-data-policy
https://developers.google.com/terms/api-services-user-data-policy
https://developers.google.com/workspace/workspace-api-user-data-developer-policy
https://developers.google.com/workspace/gmail/api/auth/scopes
https://developers.google.com/identity/protocols/oauth2/production-readiness/restricted-scope-verification
https://developers.google.com/identity/protocols/oauth2/production-readiness/restricted-scope-verification

@hIY

DynamicMail https://www.googleapis.com/auth/drive %had dd HRTAT § STd UTgeh TS I hig
3fAhd IUTNTRAT AT UL UTgeh HIG h g&draat workflows @ flg Google Drive @l e T gl
g U broad restricted Drive scope g Sit DynamicMail @t connected Google Drive account

# Juerey Gt files &l ¢@A 3R manage oA &t AT ¢ FerdT &, 9| user-owned files, user &
g1y shared files, folders 311 38 account &l Iudey shared-drive content 1A« &1

DynamicMail @t Drive scope @1 Ui shaa 34 disclosed, visible Drive document workflows
& forg s g fSig g es €716+ 94T 81 Google Sign-In identity scopes Si¥ openid, email, 3%
profile 39 Drive data-access consent & 3iefiT &1 Google ¥ sign in &= &1 31 Google Drive
access @R & 8! 8l

DynamicMail &7 321 & Ugda 9dT1 &
& Google Drive @+ae gidT 8, DynamicMail g 7 Ut e workflow &t Iuasy e & forg
39T Drive data e Ugd HahdT 8, o4 a1faa &:

o file IDs, names, MIME types, checksums, size, timestamps, descriptions, labels, folder

references, parent folders 3fiR 317 file metadata;

e tenant documents @ieH & folT saaeh folder metadata, shared-drive metadata 3fi?
search/listing results;

« file content, previews, thumbnails, exports, downloads, uploads 3fiR generated ar
edited file payloads;

« visible Drive file operation f&&m™ a1 g1 &= & forg sma=aes sharing 3 permission
metadata;

e connected account 3fiR connection status &I gf® @A & forg 3maaes account-level Drive
summary information;

e DynamicMail & imported Drive files @&t stored copies aT cached extracts;
e Drive files @ g1 derived data, Si¥ OCR text, parsed document fields, classification

labels, extraction results, summaries, audit events 3T document records|

DynamicMail @&! 88 Drive data @ 37914, browse, copy, download, modify, delete ar =1
processing 78! &=AT ATfT ST visible Drive document workflow & d€fad =gl g1

DynamicMail Google Drive 3¢ &l IUdNT &I &l &
DynamicMail Umge H137 gRT g+ 7Y Drive document workflows 3IU«ey & & fely Google
Drive data ohl IUTNT ehedT g1 3raferd 8T &

o 31fdd users @l Drive @l document source IT destination & &4 # connect & &,

e product flow & ATEIH & T 7Y TTgeh 164 & business documents @' find, list, import,
download, export, upload a1 update &rT;

e Drive documents @ DynamicMail workflows & extract, classify 3fiX route &=T;

o Hfﬁ% UTgeh WS users @&l connection, file-operation, sync 3fiR processing status f&@m;



* audit records 37X operational logs @ St gg dA1fed & foh et AT Drive operation qRifdd
3R gy fomar ma;

o AN policies 3R UTgeh TT&H o agreement gRT 3T9Ad troubleshooting, security, abuse
prevention, dispute handling 3fiR legal-compliance activities &=l

DynamicMail @f Google Drive data 9T, 38 advertising 3T retargeting @& forg IuaiT &1, 3@
data brokers @t transfer @1, surveillance & forg 3uahT &1, a1 creditworthiness at lending
eligibility fafRa & & forg IgahT e 741 21

Broad scope 3R narrowest-scope note

https://www.googleapis.com/auth/drive scope broad g @ifeh a8 connected account @&t IuaTsy
g4I Drive files 9@ access @l A & FardT 81 DynamicMail 39 scope &I 3UaRT implemented
Data Rooms workflow @& fog &=dT1 &, ST8l authorized tenant users selected existing Google
Drive folders 3fi® files sync @xd g, Drive content import a1 download &Rd &, room files @t
argg Drive # upload a1 update @34 &, 3fiR existing Drive files 9 user-requested sharing aT
permission changes @] &<d &l

Current workflow & @@ more limited Drive scopes insufficient 8: drive.file shad
DynamicMail gRT created a1 opened files @f cover &AM 3R selected existing folders T all-
files import @t cover &l &AM; drive. readonly upload, update, sharing ar permission
changes @ cover Tgf &4M; metadata-only scopes Si¥ drive.metadata. readonly, appdata aT
appfolder tenant document content @t download a1 process =gl @& dahd 3R selected
existing files @l manage 78l & &d | afg product &F Google Picker 3fiR dhadt app-created at
app-opened files & MU redesign ferar SImaT @, dF DynamicMail @t 39 redesigned
workflow &l release & gt scope downscope AT ATyl

Réam
DynamicMail Drive & &gcd—~ data &dad visible Drive workflow, UTge & s document
retention settings, audit records, security, dispute handling a1 legal compliance & forg

3TaTH ATy T @dT &1 OAuth tokens 3R Drive operation metadata @aet connected Drive
integration @t I a1 required audit records preserve &=+ & AU sasae 3rafd dw & SId g1

Drive file content, cached files, metadata, OCR text, extracted fields 3% derived
document data @ 99 delete a1 anonymize &= f&aT ST 91fgq 519 @ disclosed purpose & foig
319 31Tk - gl, ST deb foh s legal, security, audit a1 customer-retention obligation
continuing retention @ Hi T T &2

feefis=

UTgeh TS T <hts 31fdhd user a1 administrator Google-derived cached data, imported Drive
files, extracted text 3k derived document records @t delete @<= &I ATY HX TohdT g
DynamicMail & ITgek T &l retention settings 3 applicable law gRT srgafd fie™ o
requested data delete a1 anonymize &A1 91fgY|

DynamicMail & imported records delete &= & Google Drive & original file smags ®q 4
delete =&f 8Tl DynamicMail @t original Drive files @t modify, move, trash a1 delete daa



I9 AT A1RY 519 s authorized user visible product workflow & #ATea® § WE ®U ¥ g8 Drive
action Y & 3R I8 action Tgeh HTaH <t policy 3R applicable law Rt allowed gl

Rathe 3R fegeae

g s DynamicMail & Google Drive @ disconnect @ IahdT g1 disconnect ar local
consent revocation & d1¢, DynamicMail @ Google Drive & foq stored OAuth tokens @
IUghT &g AT g 3R connected account & additional Drive files @ read, write, download,
upload, modify a1 delete &=AT sig HeAT BRI

Google account owner Google account settings & app authorization *ft revoke &= TehdT g1
7f¢ Google authorization revoke gt SITaT 8, at token refresh a1 API calls fawer g4 o
DynamicMail @t Drive API access T g1, 3R connection @t disconnected at
reconnection I 3MaThdT alet =4 A f@rar s I1fgul

Local revocation ugat @ imported DynamicMail documents @t 319+ 31T 78! g<1aTl 3 records
&l FuR & 715 deletion 3R retention rules & IR HHT ST ¢

Al, OCR 3R extraction &1 IuaiT

DynamicMail Drive file content 3fik metadata 93 OCR, parsing, classification,
summarization 3fiX 317 Al-assisted processing @l IUANT chael UTgeh A& & visible Drive
document workflow @t IucTsY &= AT GURA & eIy e TehaT &1 Drive data 3 derived data &
IUTRT UTgeh G161 gRT requested feature & dT8R &I general-purpose machine-learning ar Al
model §94, train @ a1 improve &4 & forg 78T fopaT ST =1yl

Al-assisted results 7Teid g @d &1 DynamicMail @t extracted data @t workflow output & &9
# present &A1 I1f8Y fS& authorized users product flow & AR review, correct, approve,
reject aT delete @R Th|

Support 3R human access
DynamicMail personnel, contractors aT subprocessors @t specific Drive files, extracted
text, file metadata a1 derived Drive data 9&l Ug-T 91fgy, STd deh 378 ¥ als condition @17 7 &l
e user  WE ¥U ¥ UqT support A g fSiaeh T specific data access T g;
e security investigation, abuse prevention aT incident response & oY access 31Tag® g;

e law, legal process a1 UTga €& & binding instruction @ 9T &3+ & folg access 3Masas

&

e data internal operations & f@T aggregated ar anonymized g 3 ferelt specific user &t
Drive content readable 78 g1

Support access least-privilege 3muTRa, STgf practical g @gi time-limited, 3% auditability &
foQ logged g TTiRUl



e e R
s gaof

¢ DynamicMail restricted-scope contract:

Documentation/DynamicMail/LocalizedIntegrations/google-restricted-scope-compliance-
contract-2026-06-02.md

e Google API Services User Data Policy: https://developers.google.com/terms/api-
services-user-data-policy

¢ Google Workspace API user data and developer policy:
https://developers.google.com/workspace/workspace-api-user-data-developer-policy

e Google Drive API scopes:
https://developers.google.com/workspace/drive/api/guides/api-specific-auth

e Google restricted-scope verification guidance:
https://developers.google.com/identity/protocols/oauth2/production-
readiness/restricted-scope-verification
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